
Report Date 17 Sep 2024

Risk Status Open

Risk Area
**Corporate Risks**, Customer and Reputational, Financial and Resources, Information 
and Technology, Legal and Contractual, Operating Environment, People, Policy and 
Process

Risk Level Corporate
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Inherent to Residual movement
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Grid # Risk Ref Risk Title Inherent Risk 
Priority (IL x II)

Residual Risk 
Priority (RL x RI)

1 346 Workforce Recruitment and Retention Challenge L = 4 I = 4
Very High (16)

L = 4 I = 3
High (12)

2 301 Cybersecurity Risk: Growing Threat Landscape and 
Vulnerabilities

L = 4 I = 5
Very High (20)

L = 3 I = 5
Very High (15)

3 308 Public Sector Partnership Risk: Financial Burdens and 
Delivery Impact

L = 3 I = 5
Very High (15)

L = 3 I = 4
High (12)

4 348 Funding Gaps and Operational Disruptions: Impacts of 
National Policy Changes

L = 3 I = 5
Very High (15)

L = 3 I = 4
High (12)

5 367 General Election 2025 - Local Government funding 
changes

L = 3 I = 5
Very High (15)

L = 3 I = 4
High (12)

6 289 Increased demand straining council finances L = 3 I = 5
Very High (15)

L = 3 I = 4
High (12)

7 347 Development Management Risk: Impaired 
Achievement of Commitments

L = 4 I = 4
Very High (16)

L = 3 I = 3
High (9)

8 292 Council capacity and focus risks for corporate plan 
delivery 

L = 4 I = 4
Very High (16)

L = 3 I = 3
High (9)

9 341  Industrial Action Risk: Disruption to Service Delivery L = 4 I = 3
High (12)

L = 3 I = 3
High (9)

10 340 Information Breach Risk: Weakness in Data Security L = 3 I = 4
High (12)

L = 3 I = 3
High (9)

11 305 Unforeseen Events Risk: External Factors and Civil 
Contingencies

L = 3 I = 4
High (12)

L = 3 I = 3
High (9)

12 339 Major ICT Failure Risk: Disruption to Council 
Operations

L = 3 I = 4
High (12)

L = 3 I = 3
High (9)

13 345 Resource Shortage Risk: Hindrance to Housing 
Ambitions

L = 3 I = 4
High (12)

L = 3 I = 3
High (9)

14 350 General Election 2025 - Legislative Changes Impact L = 3 I = 3
High (9)

L = 3 I = 3
High (9)

15 344 Inadequate Internal Reporting: Impeding Timely 
Response to Resource Challenges

L = 3 I = 3
High (9)

L = 3 I = 3
High (9)

16 288 Financial strain and uncertainty impacting service 
delivery 

L = 4 I = 4
Very High (16)

L = 2 I = 4
High (8)

17 368 Procurement resources L = 4 I = 4
Very High (16)

L = 2 I = 4
High (8)

18 294 Weak Contract and Account Management Risks 
Financial Inefficiency and Business Needs

L = 3 I = 3
High (9)

L = 2 I = 3
Medium (6)

19 343 Resource and Process Deficiencies: Hindrance to 
Council Objectives

L = 2 I = 4
High (8)

L = 2 I = 3
Medium (6)

20 342  Shared Service Breakdown Risk: Disruption to IT 
Services

L = 2 I = 4
High (8)

L = 2 I = 3
Medium (6)
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